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Al in Automotive: Big Picture

Topic

Key Information

Other Information

Al advantages

e Al is primarily for complex solutions

e Al is viable tech only for solving AV use cases
¢ Al tech is new - Huge future advances expected

o Automotive has lots of complex problems
¢ Neural network is leading technology
¢ Innovation required for auto Al solutions

Al drawbacks: training

¢ Al models are becoming very large
e Large Al training data is required

¢ Model training data with bias or other issues
¢ Al model obscurity in how decisions are made

e Sensitivity to minor data changes
¢ Shortage of Al expertise

¢ Large resources: Design, test, verify

¢ Costly and time-consuming to gather

¢ Training data has unwanted features

¢ Unknown how some decisions are made
¢ Can change results - Hacking potential
¢ [n automotive and other industries

Al drawbacks: inference

* High compute resources, costs, and power use

e Many Al solutions have black-box issues

* Emerging Al-based chips will help
¢ Undesirable or prohibited in auto Al

Al safety

e How can Al provide required automotive safety?
e Center for Security and Emerging Technology (CSET)

¢ Explainable Al (XAl) can add safety

* More research needed
* Groundbreaking report on Al crashes
e XAl is a Darpa project

Al regulation

* EU GDPR impacts some auto Al solutions
* EU-proposed regulation for Al technology

e How will regulation impact Al in automotive?

¢ Mostly in-vehicle content and HMI use
* EU max penalty: €30m, or 6% of revenue
¢ What Al regulation in other regions?

(Source: Egil Juliussen, August 2021)
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Al Technology in Automotive

Topic

Key Information

Other Information

Auto Al needs

» Understandable neural network decisions
* Neural network decisions must be stable
* Learn to handle AV edge cases

* Explainable Al is required for safety
* Impervious to hacked visual input data
* Untrained driving events for AVs

Current Al use

* Speech recognition and user interfaces
* Remote diagnostics service data

* Vision recognition

* Al-based ADAS: L1 and L2

* Alexa, CarPlay, Android Auto

* Al technology turns diagnostics to prognostics
* Driver-monitoring systems

* ACC, BSD, FCW, LDW, LKA, PA, others

Emerging Al use

e Limited driving pilots (L2+) and L3 AVs

* OTA software update software platforms

* Automotive cybersecurity software platforms
* Developing and testing AV use cases

* They should not be called autopilots

* OTA clients, Saa$, and cloud analytics

» Cybersecurity clients, SaaS, and cloud analytics
» Sensor fusion, vision system, software driver

Future Al use

» Deployment of AV use cases: software driver
* Minimize software bugs in code development
* Expand and improve Al-based cybersecurity

* Most complex Al development ever
« |dentify and correct software errors
» Required for all auto software platforms

(Source: Egil Juliussen, August 2021)
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